Much interest has been taken in understanding the global routing structure of the Internet, both to model and protect the current structures and to modify the structure to improve resilience.
I. INTRODUCTION
Due to the inherent decentralized structure of the global Internet, efforts to generate a comprehensive map of the Internet's connectivity increasingly rely on brute force passive IP address targeting. To be specific, a computer attempts to query (or "ping") a particular IP address multiple times, each time increasing the time-to-live counter (TTL), a number specifying the maximum unique routers to traverse before terminating. By performing this sequential procedure, the trajectory that would be taken between two routers is recorded. This is called a "traceroute." By performing millions of traceroutes from different monitoring stations, the various connections between the routers visited can be deduced, and algorithms can be employed to resolve routers with multiple IP addresses [1] , in the end providing a logical connectivity map of the Internet at the router level.
In addition to this map, a spatial map of the Internet can be achieved by using a variety of techniques to geolocate a router. Latency triangulation using multiple monitors can restrict the domain to a particular country or set of countries [2] [3] [4] [5] . Parsing of DNS registries or entries in the WHOIS database often times yield hints to the country, region, or city specific references. Combining all of these tools with traceroutes has also been seen to be useful for geolocation inference [6] . Though these tools are not always accurate, a course map can still be obtained for a large portion of the Internet at the router level.
Currently, the focus of studying the growth of the Internet network focuses on the logical structure at the autonomous systems (AS) level, where nodes are grouped together to represent inter-domain peering relationships between service providers. These studies employ models based on "preferential attachment" and have been shown to reproduce certain measures of the network, i.e. degree distributions, shortest path, etc [7] . These models have been used to test efficient routing strategies [8] , as well as to provide insight into the structural integrity of the network when exposed to random failure or intentional attack [9] .
However, the assumption behind preferential attachment models have been called into question with regard to Internet connectivity, and traffic-like gravity models for the AS-level
Internet have been proposed [10, 11] . This echoes Tobler's first law of geography, "Everything is related to everything else, but near things are more related than distant things" [12] , implying that local factors in each country may affect the growth of the Internet in that region, meaning that the logical network of the Internet is in fact spatially embedded. This 2 would imply further that the router-level Internet network is also spatially embedded.
In this work, we present evidence of this spatial embedding. Using a subset of the global IPv4 router network, we use node summary characteristics as the node feature space and find that sets of nodes geolocated to a particular country show statistically significant deviation in their mean inter-node distances in this feature space when compared to random sets of nodes. This deviation is bimodal, with most countries showing strong similarity among nodes, while a small subset of countries show strong dissimilarity. This is also true of node regions, but to a lesser extent. We further discuss the implications of our findings on further refinement of geolocation inference.
II. DATA AND ANALYSIS

A. Data sources
To build our version of the IPv4 Internet network, we relied on the data sources provided by the Center for Applied Internet Data Analysis (CAIDA), namely their Internet Topology Data Kit (ITDK) [13] [14] . This data represents connections at the IP address level that were acquired by traceroutes from around the world, and assigned router identities based on various IP alias techniques. This data comes in "links", i.e. lists of routers and router interfaces seen to be linked in the data set. Therefore, we considered the presence of two routers in a link to be connected without direction, yielding a binary, undirected network.
Along with this connectivity information, CAIDA's ITDK supplies geolocation acquired from the MaxMind Geolite database for a subset of the routers to varying levels of precision.
The error in the MaxMind database is negligible (1 percent) when considering only the country, and country specific in it's reliability when interested in a node's region. Table   1 summarizes some basic properties of this network as well as the amount of geolocation information provided.
B. Node feature space
For each node, we developed a feature set out of node summary statistics based on the local network neighborhood. The first variable was simply the degree of a node k i = |{e ij }|, i.e. the cardinality of the set of all edges incident to node n i . Next, considering the set comprised of the nodes n j that are in the neighborhood of node n i , we calculate the average neighbor degree (
, the local neighbor degree variance with respect to the global average (σ i =
2 ), and the local neighbor degree correlation with respect to the global average and global standard deviation (
. These values were computed for all nodes, regardless of their geolocation status, using software written in Java and C/C++. Since these variables are not necessarily orthogonal, we computed the principal components of the data set and used a node's transformed variables (using scores on the four principle components), allowing us to calculate the Mahalanobis distance between nodes by applying a Euclidean norm [15] . To develop our statistical tests, we generated 100 random node sets of size N, calculated inter-node distances, and took an average and standard deviation. Doing this for sequentially larger subsets of nodes showed the predictable convergence, consistent with the central limit theorem applied to a distance distribution with stable mean µ r = .877654 and standard deviation that scales as σ r (N ) = 16.45N −1 (see Fig.1 ). Using this information, we then measure the mean inter-node distance for nodes geolocated in the same country (using all the country's nodes) and calculate the Z-score, z = (µ data − µ r )/σ r (N data ). This allows us to discuss the statistical significance of the internode distances in each country by testing it against the null hypothesis of each country's node set being essential random.
C. Analysis and Statistical Tests
III. RESULTS AND DISCUSSION
Fig .2 .A shows the distribution Z-scores for the 180 countries represented in the data set.
As can be seen, the large majority of countries show deviation from the null hypothesis (p < 0.05), suggesting the presence of spatial embedding. Furthermore, this deviation is bimodal in that some countries show strong inter-node similarity (z << 0) while others show strong dissimilarity (z >> 0). This is also true, albeit to a lesser extent, when considering nodes within the same region (354 regions in all, see Fig.2 .B). In regards to the Internet,
Tobler's first law seems to hold.
A. Analysis and Statistical Tests Currently, we are investigating to what extent the similarity or dissimilarity of a node from other nodes can be used to infer a geolocation for un-located nodes. If countries always had "close" nodes in terms of our defined metric space, then simply minimizing a nodes average distance to the nodes of a particular country would suffice. The bi-modality of the distribution, however, suggests that enforcing conditions on the variance of the internode distance distributions would be more appropriate, but this work is still in progress. We are also investigating whether additional, more complex node summary statistics such as the local clustering coefficient would further distinguish countries and regions from random sets.
